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Course Description

Risk management processes assesses the overall security condition of organizations, analyses the
collected data and plan to select appropriate security controls to implement it. The objective of this
course is to enable students to understand the details of risk management and develop a basic risk
management program for security of organization’s information assets. The course will discuss in
detail the phases of risk management lifecycle, the details of risk management process including risks
and their components, risk assessment and risk mitigation, different risk assessment frameworks like
COBIT, ISO/IEC standards, NIST framework etc., risk profiling, risk treatment strategies and risk
monitoring. Security policies help to define the ways to implement the planned security in the form
of written documents like security procedures, guidelines and recommendations. The course will also
focus on understanding different types of security policies including general security policy, issue
specific policy and systems policy. At the end, the course will focus on planning and building a risk
management program in detail.

Course Outcomes

After the completion of this course, the student will be able to:

1. Describe the importance and evolution of risk management for organization’s information
security. [A]

2. Explain the phases of risk management life cycle including risk assessment, risk mitigation
and validation. [A]

3. Evaluate organization’s information assets and identify risks for them. [B]

4. Analyze the identified risks to decide about their mitigation. [C]

5. Decide and Plan risk management program and security policies for organization. [C, D]

Assessment Assignments 10% Quiz 10% Project 15%

Policy Midterm 25% Final 40% Others -
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