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Course Description

Organizations are compelled by state laws and business needs to implement cyber security and
defined standards lay down the compliance requirements to achieve it. This course starts with focus
on compliance topics including need of security compliance for information systems, compliance
overview along with domestic and international compliance laws. The course then focuses on
auditing modern computer systems, common frames of reference by establishing a baseline of
technological understanding of risks, security control objectives and standards (e.g. COSO, SOx,
ISACA COBIT, NIST framework) to perform IT audit function. The course provides analytical skills
to apply audit planning process and management concepts to IT systems. The course discusses the
evidence of audit success by deciding the criteria for success, statistical sampling and methods of
evaluation by quantitative methods or simulations. The applied knowledge to perform auditing for
different technological systems including IT infrastructure, application controls, operating systems
and information systems will be discussed towards end including report writing that documents the
findings uncovered during the auditing process.

Course Outcomes

After the completion of this course, the student will be able to:

1. Describe the basic concepts and standards of information compliance. [A]

2. Describe the fundamental concepts of IT auditing and security controls to ensure acceptable
security level for organizations. [A]

3. Explain the process and procedures to conduct audit according to different Auditing
frameworks and standards. [A]

4. Analyze the compliance, legal and security policy requirements to implement security
controls for security of organization. [B]

5. Select the most suitable and cost effective security controls according to risk management
program strategy. [C]

6. Plan audit for different application level controls and systems. [D]

Assessment Assignments 10% Quiz 10% Project 15%

Policy Midterm 25% Final 40% Others -
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