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Course Description

Cybersecurity aims to protect the computer system’s resources like hardware, software and
information. This course This course provides students with understanding of the core concepts of
cybersecurity: concepts for confidentiality, integrity and availability; threats, vulnerabilities, threat
modeling, risks and access control. This course will also cover basic concepts of application security
including secure software system development and operating system security focusing on Windows
and Linux. Concepts in secure software development will include security architecture and models.
Business continuity planning, disaster recovery, legal aspects of security, physical security and
human aspects of cyber security will also be discussed in this course.

Course Outcomes

After the completion of this course, the student will be able to:

1. Describe the concepts and theories related to the domain of cybersecurity including threats,
vulnerabilities and threat modeling. [A]

2. Select appropriate security architectures and models for the system under consideration. [B]

Describe concepts related to access control and identity management. [A]

4. Relate and adapt secure practices for software development security and operating system
security. [C]

5. Identify the role of physical security, laws and humans in cybersecurity. [A]

6. Analyze and plan for business continuity and disaster recovery in case of a failure. [C]
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