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Course 
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Course Track  Program Core  Electives 

Course Description 
As cloud computing increases its footprint throughout the world, unresolved issues related to security 
and privacy, data integrity and availability are raised. The fundamental question is how to protect the 
critical data that is increasingly being stored in the cloud? This course explores cloud computing 
models, thread models and security issues pertaining to cloud-based systems and explores how to 
build a security strategy that keeps data safe and mitigates risk. The major topics covered include 
infrastructure security, attacks and attack surfaces in a cloud, data security in clouds, secure 
computation and outsourcing, privacy in clouds, virtual machine security, trustworthy clouds, cloud 
forensics, cloud network security, cloud malware and regulatory compliances. The course also 
discusses industry best practices for cloud security and discusses how to architect and configure 
security-related features in a cloud platform. 

Course Outcomes 
After the completion of this course, the student will be able to: 

1. Recall fundamental security concerns in cloud computing systems. [A] 
2. Describe the mechanisms used to ensure privacy and trust in cloud computing platforms. [A] 
3. Explain key design considerations when architecting network infrastructure for cloud 

security. [A] 
4. Evaluate and prepare reports on the threats and security countermeasures of given cloud 

computing systems. [C, D] 

Assessment 
Policy 

Assignments 15% Quiz 20% Project - 

Midterm 25% Final 40% Others - 

Textbook 
John R. Vacca, “Cloud Computing Security: Foundations and Challenges”, 1st 
Edition, CRC Press, 2016.  ISBN-13: 978-1482260946 
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